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ABSTRACT
Backscatter enables wireless transmissions at dramatically
lower power compared to mainstream Internet of Things (IoT)
transmitters. This significantly improves battery life or even
eliminates the need of batteries for backscatter-based ‘tags’
operating on energy harvested from the environment. However, trading off complexity for low power consumption exposing backscatter tags to a multitude of security risks. A
significant challenge is imposter tags that mimic legitimate
tag behaviour, compromising the system data integrity. In
this work, we argue that tag simplicity and operation on harvested energy can help identify imposter transmissions, thus
safeguarding data integrity. Our experimental study reveals
that commonly used low-power tag oscillators demonstrate
unique fingerprint patterns when exposed to the dynamics
of harvested energy. Based on this observation, we design
and propose HarvestPrint, which leverages these fingerprints
to differentiate authentic backscatter transmissions from imposter transmissions. Experiments with a tag powered through
a small solar cell show the potential of HarvestPrint.
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INTRODUCTION

Today’s Internet of Things (IoT) devices operate on batteries, commonly with a short lifespan, primarily because of
energy-expensive radio transceivers. They commonly consume tens of mWs, which is orders of magnitude higher than
that required for sensing or computation [23, 28, 33].
Backscatter is a method that enables transmissions consuming orders of magnitude less energy compared to commercial
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Figure 1: Overview of HarvestPrint. Dynamics of the operation on harvested energy introduce unique fingerprints
to backscatter transmissions. These fingerprints can be
used to distinguish imposter tags from authentic tags.
radios [15, 27, 32]. Basically, backscatter decouples the energy expensive carrier signal generation from the transmitter, delegating this to an external infrastructure. Backscatterbased IoT devices, termed tags, merely absorb or reflect
the generated carrier signal, consuming only sub micro-watt
power [20]. As a result, tags can operate with smaller batteries
for extended periods, or even be battery-less by harvesting
ambient energy. Unlike the popular battery-powered Active
RFID tags, battery-free tags, still with an inbuilt oscillator,
generate their own carrier but rely on the energy harvested
from ambient sources to power their oscillators.
Battery-free tags operate on simple, energy-efficient designs limiting their hardware and reducing the energy spent
on the computation element within the tag design [28]. Securing tag transmissions is challenging. Cryptographic security
protocols are hard to implement with limited tag hardware.
More so, adding such capabilities would only increase power
consumption, a crucial factor when operating without batteries, harvesting ambient energy.
Without cryptographic security protocols on the tags, there
can be no traditional authentication of the tag transmission at
the receiver side (Fig. 1). Consider an attack scenario for an
inventory management system. An intruder steals a ‘tagged’
object, leaving a rogue tag to avoid raising an alarm for a
missing object. The rogue tags are meant to transmit data as
if they were legitimate tags. The immediate challenge for the
receiver here is how to identify rogue tag transmissions and
discard them. Without the capability- to weed out imposter
transmissions, a backscatter-based system would be compromised, with a large fraction of its data, if not the majority,
controlled by the adversary.

A defensive approach is to identify the transmissions based
on the tag hardware characteristics, termed fingerprinting [26].
A popular approach is to utilize oscillator imperfections: lowcost tag oscillator hardware manufacturing imperfections
manifesting themselves as radio frequency offsets [9, 38] can
be used as fingerprints. However, our experiments in Sec. 3.1
reveal that these offsets, observed as distinct spectral shifts
from the tuned frequency, are extremely sensitive to minor
variations in the supplied voltage. This makes the spectral
offsets temporally unreliable for battery-free tags.
The reason for this is quite simple. Harvesters reap energy
from their harvesting source (e.g., ambient light) and store
this energy by charging a storage capacitor within. These
capacitors provide the input voltage to the battery-free tags,
which drain the energy by discharging the storage capacitors during transmission. The capacitor discharge results in
variations to the voltage supplied to the tag that manifest
themselves as variations of the tag oscillator output frequency.
This makes it extremely challenging to obtain a reliable offset
from battery-free tags.
To create reliable offsets, the oscillator frequency variation
can be reduced: either by increasing the magnitude of the storage capacitor or by using a tag voltage regulator. The former
approach creates a longer capacitor discharge, consequently
increasing the overall capacitor charge cycle. This is not a
viable option for applications that transmit frequently. The
latter approach requires hardware modifications and fails to
maintain a steady output frequency when the voltage supplied by the capacitor varies beyond a threshold. This means
the oscillator’s output frequency inevitably shows a variation
with the storage capacitor discharge. This is why- we ask
the question: Can we use this frequency variation during the
capacitor discharge to our advantage?
We propose HarvestPrint, a system that enables unique
characterisation of battery-free backscatter tags by utilizing
their energy discharge. HarvestPrint relies on the observation
that the storage capacitor discharge and the resultant input
voltage variation during transmission manifests themselves
as a variation in the tag oscillator offset that follows a pattern. Intuitively, these patterns are the result of tag oscillator
imperfections subjected to input voltage variations. We find
that this pattern, not only unique but also temporally reliable
across harvesting conditions, can be used for fingerprinting
battery-less tags. Moreover, we find that adversarial tags, even
if they were tuned to a frequency matching that of legitimate
tags, cannot create HarvestPrint’s fingerprints; thus, cannot
impersonate legitimate tags. Our key contributions are:
• A detailed experimental study on low-power tag oscillators,
showing the in-feasibility of offset-based tag fingerprinting
in a battery-free setting.
• The proposal of discharge-based fingerprinting; we show
its reliability and evaluate its uniqueness in different conditions in a battery-free setting.
• A proof of concept implementation of HarvestPrint on tags
harvesting solar energy, showing how discharge patterns are

retained in practical backscatter settings and allow thwarting imposter attacks.
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RELATED WORK

Wireless device fingerprinting: Identification of wireless
devices based on unique fingerprints has focused mostly on
Wi-Fi [16, 18, 19] and low-power devices [8, 24, 26]. Although many of these works [1, 18, 24, 26] identify hardware
imperfections in oscillators as a potential fingerprint that creates spectral signatures, several practical systems tend to rely
on propagation signatures instead [4, 19, 36]. This is because
hardware offsets tend to drift over time and are hardly reliable. This is even more so for battery-free tags, with offset
variations also due to irregular voltage supply. In contrast,
HarvestPrint observes that the frequency variation with respect to the supply voltage variation is quite unique to a tag,
and this can distinctly identify a battery-free tag.
Backscatter and PHY layer security: With a majority of
backscatter implementations focusing on application-specific
use cases [13, 35, 39], range enhancements [27, 32, 34] and
modifications associated with tag modulation capabilities
[2, 12, 15, 41], very few works focus on security. Analytical
works on enhancing physical layer security focus primarily
on algorithms that exploit channel characteristics to identify
backscatter transmissions [17, 25, 37]. They either monitor
physical layer attributes to characterise the wireless channel [17] or rely on noise injection [37] to monitor wireless
channel changes. Recent implementation-based backscatter
systems rely on tag propagation signatures: Shieldscatter [21]
utilizes them to enhance the security of WiFi Access Points;
SecureScatter [22] utilizes them to protect integrity of onbody
backscatter devices. In contrast, HarvestPrint relies on inherent tag properties to identify legitimate tag transmissions.
Hardware fingerprints for the low-power devices: Recent
works envision hardware offsets as a means to enable transmission concurrency. Choir [7] utilizes hardware offsets to
concurrently decode hundreds of LoRa transmissions. NetScatter [11] introduces offset-based shifts to enable transmission concurrency for LoRa-based tags. Studies on passive
RFID tags use spectral fingerprinting [9], pairing-based techniques [10, 40], or discharge time [5] to identify tags uniquely.
[9, 10, 40] are challenging to implement due to the inconsistent power sources of battery-free tags, HarvestPrint can
nonetheless work as an alternate or add-on for Eingerprint
[5]: HarvestPrint measuring the tag discharge pattern, and
Eingerprint monitoring the time for energy discharge.

3

HARVESTPRINT DESIGN

HarvestPrint operates on battery-free backscatter tags that harvest energy from ambient light using a solar cell. This energy,
stored in a storage capacitor, is supplied to the entire tag comprising the following modules: a computational element, a microcontroller (MCU), a power management unit consisting of
a battery or an energy harvester, a backscatter modulator, and

(a) Fixed frequency mode.

Figure 3: Tag oscillator configuration modes.

Figure 2: Schematic of a battery-free backscatter tag.
sensors if any (Fig.2 ). Due to the power constraints, backscatter modulators generate only low-frequency baseband signals
using low-power, low-frequency oscillators. These oscillators
trade-off accuracy and stability for low power consumption.
Recent backscatter systems use resistance programmable oscillators [32, 33], which guarantee only 65-75% [3] accuracy
for the set frequency. This stems from manufacturing imperfections and it is observed as distinct spectral shifts (offsets)
from the tuned frequency. The uniqueness of this offset is
used for fingerprinting oscillators and, consequently, the tags.
However, offset-based fingerprinting is particularly complex
in battery-free settings as shown below.

3.1

Challenges with offset-based fingerprints

We experimentally demonstrate the behavior of tag oscillators
in different configurations, and explain why their offset-based
characterisation is complex in battery-less settings.
3.1.1 Fixed frequency mode. Low-power resistance
programmable oscillators like LTC6906 adjust the time period
of their generated pulse proportional to the external resistor
𝑅𝑆𝐸𝑇 . The oscillator period is calculated as: 𝑡𝑂𝑆𝐶 = 1/𝑓𝑂𝑆𝐶 =
𝑉𝑆𝐸𝑇 /𝐼𝑆𝐸𝑇 ·𝐶𝑂𝑆𝐶 , 𝐶𝑂𝑆𝐶 being the precision internal capacitor;
𝑉𝑆𝐸𝑇 , 𝐼𝑆𝐸𝑇 representing the configured voltage and current.
Fixed frequency mode (Fig. 3(a)) connects the SET pin to
ground, modifying the above equation as 𝑡𝑂𝑆𝐶 = 𝑅𝑆𝐸𝑇 · 𝐶𝑂𝑆𝐶 ,
where 𝑉𝑆𝐸𝑇 /𝐼𝑆𝐸𝑇 = 𝑅𝑆𝐸𝑇 .
Fig. 4(a) and Fig. 4(b) depict the behaviour of two LTC6906
powered by a stable battery source. They are configured to
fixed frequency mode, supporting transmissions at 101kHz.
The receptions, sampled at 1.25MS/s, are captured using a
Salae logic analyzer. While the offsets (deviation from the
tuned 101kHz frequency) of these oscillators remain temporally reliable for the first few seconds (Fig 4(a) depicts stable,
unique offsets for two LTC6906 across three transmissionst1,t2,t3, each lasting for a few seconds), these offsets undergo
gradual shifts with supply voltage variation (Fig. 4(b)). These
offset shifts, as seen in Fig. 4(b), can be towards left or right
with an increase of the supply voltage (in Fig. 4(b), Osc1
offset increases with higher supply voltage, while Osc2 offset
decreases). These shifts can result in offset overlaps between
the two oscillators (Fig. 4(b)), thus failing to identify a tag
uniquely by simply monitoring its oscillator offset.
This means that offset fingerprinting of tags in fixed frequency settings need stable tag supply voltage. Even with a

(b) VCO mode.

stable supply voltage, offset-based fingerprinting is susceptible to narrow-band attacks by adversaries equipped with
frequency scanners. For instance, assume that an authentic
tag transmits at frequency 𝑓𝑐 with an offset of 𝛿 𝑓𝑎𝑢𝑡ℎ as its
offset fingerprint. Using a frequency scanner, an adversary
can capture the frequency of radio signals during an ongoing
communication between the tag and the reader, thereby calculating 𝛿 𝑓𝑎𝑢𝑡ℎ . The adversary acting like an imposter with its
own offset 𝛿 𝑓𝑖𝑚𝑝 can now mimic the authentic tag by adjusting its carrier frequency to 𝑓𝑐 + 𝛿 𝑓𝑎𝑢𝑡ℎ − 𝛿 𝑓𝑖𝑚𝑝 [38].
3.1.2 Voltage controlled oscillator mode. In Voltage
Controlled Oscillator (VCO) mode, the oscillators can be
dynamically configured to a range of frequencies [27]; by
adjusting the input control voltage, as we show in the Fig. 3(b).
In LTC6906, adjusting 𝑉𝐶𝑇 𝑅𝐿 regulates the current 𝐼𝑆𝐸𝑇 =
(𝑉𝑆𝐸𝑇 −𝑉𝐶𝑇 𝑅𝐿 )/𝑅𝑆𝐸𝑇 , consequently configuring the oscillator
period (and hence the frequency).
To test the offset behavior here, we consider an LTC6906
with an external supply voltage of 3.6V, with 𝑉𝑐𝑛𝑡𝑟𝑙 varying
from 100mv to 500mv. As seen in Fig. 4(c), configuring the
oscillator to a higher frequency (lower 𝑉𝑐𝑛𝑡𝑟𝑙 ) increases its
frequency variation and vice-versa. This means that offsetfingerprinting, especially at lower 𝑉𝑐𝑛𝑡𝑟𝑙 , becomes extremely
inaccurate. This is in contrast to the fixed frequency mode,
as seen in Fig. 4(d), where a smaller frequency variation
improves the accuracy of offset-based fingerprinting.
However, it is interesting to note, based on Fig. 4(e), that
the oscillator offset increases for higher 𝑉𝑐𝑛𝑡𝑟𝑙 , making it
seem easier to fingerprint a larger number of VCO-based tags
operating in high voltage configurations. To check this, we
repeated the above VCO-based experiment across three consecutive 60 second bursts, and verified the temporal reliability
of the oscillator behavior– For brevity, we show the result
only for 𝑉𝑐𝑛𝑡𝑟𝑙 =500mv, where the frequency variation is minimal; the offset, therefore, having a higher chance of being a
fingerprint. Fig. 4(e) reveals that, unlike in fixed frequency
mode, oscillators in VCO mode display less temporal correlation in their outputs even across successive transmissions.
This means that it is virtually impossible to obtain a consistent
offset-based fingerprint for oscillators in VCO mode.

3.2

Tag oscillators in battery-free settings

Sensitivity to the supplied voltage makes obtaining offsetbased tag fingerprints extremely challenging, more so when

(a) Temporal offset reliability at (b) Shift in tag offset with change in supply voltage can result in offset (c) Variation increases at higher fre100.90kHz and 101.396kHz.
overlaps. Here Osc1 at 2.5V overlaps with Osc2 at 2.25V.
quencies in VCO mode.

(d) Offset are more unstable in VCO mode.

(e) Offsets are unreliable and show high deviation from tuned frequency.

Figure 4: Challenges in using offset-based fingerprints.
using energy harvesters. Beyond the availability of the harvested energy source, the efficiency of the harvester relies
on its charge holding capability; which, in turn, relies on the
storage capacity of the capacitor. Despite a longer time to
charge, a larger capacitance can reduce the discharge rate of
the energy harvester, thereby stabilising the output voltage of
the energy harvester for a longer duration. However, many
IoT applications involve relatively frequent transmissions and
unreliable harvesting sources, thereby requiring faster charging for the energy harvesters. Faster charging implies faster
discharge as well, resulting in high fluctuations to the voltage supplied to the battery-free tags. This makes extracting
offset-based fingerprints challenging (Sec. 3.1.1). We experimentally capture this behavior on the same oscillators using
ambient light and a solar cell for energy harvesting. We use a
22𝜇F storage capacitor to ensure quick charging.
Fig. 5 illustrates the spectral variation of the oscillator with
respect to the capacitor discharge and the supplied voltage
variation in a fixed oscillator setting (left). The oscillator
demonstrates an initial decreasing trend followed by a short
increasing spike, which falls after a specific threshold. In
hindsight, this behavior makes sense: the initial decreasing
trend is due to a uniform drop in the supplied voltage. The
supplied voltage decrease here shifts left the spectral offset
(similar to Osc1 in Fig. 4(b)). However, after the tag voltage
falls below the 2.25V threshold (minimum voltage for oscillator stability), the oscillator tries to keep up by drawing in
the entire tag energy. This is the short spike, after which the
oscillator frequency gradually drops to zero.

HarvestPrint relies on this pattern, emerging as a by-product
of voltage changes on the tag oscillator due to storage capacitor discharge, unique for each tag, as a fingerprint. A receiver
of the data from a battery-free tag can extract this pattern to
confirm the legitimacy of the transmission (similar to Fig. 1).
For this, the patterns are captured and stored in the receiver
a priori, enabling the receiver to identify specific legitimate
tags and their transmissions.
While a moving mean can distinctly identify tag patterns
even in a slightly noisy transmission, our current approach
uses a simple correlation to perform pattern matching. The
pattern in LTC6906 is obtained as the behavior when the
steady voltage supply falls below 3.3V (below this stable
state, LTC6906 shows frequency changes with respect to
voltage changes, as seen in Fig. 5). While we expect all tag
oscillators to show frequency shifts until the supply voltage
falls to its minimum threshold, the rate of shifts, direction
of shifts (leftward or rightward shift similar to Fig 4(b)),
and the pattern thus produced should be distinct. Hence, the
captured pattern samples are evaluated for their frequency
values, spectral shifts associated with the voltage changes, the
rate of these shifts with respect to capacitor discharge, and
finally the overall discharge shape. However, as explained
in Sec. 3.2.1, the number of samples within the pattern can
differ in each reception based on time, capacitor discharge
and/or harvesting conditions. This is why we map the portion
of supply voltage changes to the corresponding changes in
oscillator frequency as the pattern for the tag and set the
number of pattern samples manually.

Figure 5: Oscillator discharge patterns.

Figure 6: VCO pattern.

Discharge-based patterns provide a direction for generalization across oscillator configurations. Our experiment on
LTC6906 configured to VCO mode, depicted in Fig. 5 (right)
powered using a 22𝜇F capacitor, shows the potential to explore pattern-based fingerprints. However, with VCO mode
being extremely unstable in terms of generated frequency, we
see even more erratic behavior when the supply voltage keeps
dropping. Once the supply voltage falls below the 2.25V
threshold, the oscillator frequency in VCO mode mirrors the
supply voltage variations. This can be utilized as a pattern
(shown in Fig. 6). That being said, VCO-mode needs a more
thorough investigation in our future work.
3.2.1 Reliability of discharge-based fingerprints. We
test for discharge pattern stability over time, as well as for
different capacitor values and harvesting conditions. To understand why, let us take a quick look at the tag design (Fig.
2). A capacitor enables energy storage within the harvester,
and supplies voltage to the tag components. The tag oscillator,
being sensitive to the supply voltage, can be affected by the
above-mentioned parameters that affect the supply voltage,
making it challenging for the reader to fingerprint the tag.
Therefore, confirming the stability of pattern across these
parameters is important towards using them as fingerprints.
We perform three tests on an LTC6906 configured to the
fixed frequency mode, powered by a solar cell harvesting
ambient light. The oscillator is tuned to a 101kHz center frequency; (similar to Sec. 3.1); with its digital outputs captured
at 100MS/s, and analog ones at 1.25MS/s.
1. Temporal reliability test: Fig. 7(a) presents the pattern
across three separate transmissions for a 22𝜇F storage capacitor. Although the number of samples in each instance is
different, the overall pattern remains the same over time.
2. Stability across capacitors: To test the effects of storage
capacitor discharge, we compare the patterns obtained with
two capacitors, of 22𝜇F and 1mF, and monitor the pattern
across their discharge. Higher capacitance implies slower rate
of charge/discharge, i.e., the oscillator takes longer to discharge. Fig. 7(b) reveals that despite an elongation/shortening
based on discharge rate, the overall pattern is retained. A

Figure 7: Reliability of discharge patterns.

longer discharge cycle doesn’t necessarily guarantee a temporally reliable spectral offset, even for the initial few milliseconds/seconds. This implies that offset-based fingerprinting is
infeasible for battery-free tags even with larger capacitors.
3. Stability across light conditions: Fig. 7(c) depicts our study
on pattern reliability across varying ambient light conditions.
The tag is equipped with a 1mF storage capacitor. Though it
is difficult to obtain a clear pattern in extremely bright light
conditions, the tag demonstrates stable patterns for normal
and moderately bright light conditions.
3.2.2 Pattern uniqueness. Finally, to establish that
these patterns are unique, we perform a scalability study
with ten LTC6906 and LTC6907 oscillators (Fig. 8). The
oscillators are connected to a 22𝜇F capacitor, in moderate
light conditions. To ensure that the patterns are indeed oscillator attributes, we monitor oscillator pairs connected to
the same energy harvester (in Fig. 8, paired oscillator patterns are shown in each row), undergoing the same energy
discharge concurrently. Though some oscillators depict slight
similarities in their discharge shapes (e.g., oscillators in the
bottom row), monitoring other discharge pattern attributes –
frequency values, spectral deviations, rate of frequency discharge, etc., make the patterns clearly distinguishable. These
attributes can indeed be captured in HarvestPrint, thereby
unambiguously identifying each oscillator uniquely.
3.2.3 Cost vs. authentication trade-offs and sophisticated adversaries. Unlike RFID security protocols that add
software/hardware complexity to the tag [14], HarvestPrint
utilizes the inherent frequency variation of the tag oscillator
output - when transmitting using the storage capacitor energy.
This is compatible with emerging backscatter designs that
don’t employ computational elements [28]. Moreover, variations in energy harvesting conditions, and consequently, of
the operating voltage, render HarvestPrint fingerprints more
complex. However, a sophisticated adversary might be able
to observe these trends, and adjust their frequency dynamically to mimic authentic tag transmissions. In such cases,
HarvestPrint can work only as a supplement to an efficient
light-weight two-way security authentication.

(a) Patterns are retained in tag reflections.

Figure 8: Unique oscillator patterns.

Figure 9: Tag behaviour in a practical deployment.

4 IMPLEMENTATION AND EVALUATION
4.1 HarvestPrint in practical deployment
We evaluate the performance of HarvestPrint in a practical
deployment. We conduct this experiment using a tag implemented with an MSP430FR5949 MCU [29], and two
LTC6906 oscillators (Fig. 2), configured to the fixed frequency mode at 101kHz and 111kHz respectively. We use a
solar cell and an energy harvester (BQ25570 [31]) equipped
with an 1mF storage capacitor to harvest moderate ambient
light. The carrier signal for supporting backscatter transmission is generated using a CC1310 [30], at a frequency of
867MHz. Finally, the backscatter reflections are captured
with a limeSDR [6] (similar to the receiver in Fig.1) sampling
at 2MS/s, a rate similar to a commercial RFID reader. The
captured reflections are processed and compared against the
patterns captured directly from the oscillator through a Salae
Logic Analyzer 8. The deployment was done indoors with
the tag and limeSDR kept at around 3m from each other.
Backscatter reflections can be seen as narrow-band, stable
transmissions, which turn into intermittent bursts once the
capacitor discharge falls beyond a threshold. We process the
frequency across the captured reflections. Fig. 9(a) reveals
that clear, well-distinguishable oscillator patterns can indeed
be retained across backscatter reflections from both the oscillators; they match perfectly with the patterns captured with
the logic analyzer. This means that HarvestPrint indeed can
provide unique fingerprints for battery-free tags.

4.2

(b) Imposters fail to mimic the authentic tag.

Defense against imposters

As discussed in Sec. 3.1, offset-based fingerprints can fail
when imposter tags re-adjust their frequency apriori to mimic
authentic tag transmissions. Hence, we test the ability of
HarvestPrint to identify imposter tags. For this, we must show
that an imposter tag generates a fingerprint distinguishable
from the legitimate authentic tag, and this is so even when the
imposter re-adjusts its frequency prior to the transmission.
In this experiment, we consider two battery-free tags. We
consider the Tag1 to be authentic and Tag2 to be an imposter.
Tag1 oscillators transmit with their own offsets. Tag2 oscillators are manually adjusted to match Tag1 frequencies.

Fig. 9(b) demonstrates the initial 1s of total 600s transmission captured by HarvestPrint . Despite adjusting center
frequencies, oscillators in Tag2 (imposter) deviate from those
of Tag1 (authentic) within the first 10ms (Fig. 9(b) left). However, one can argue that this deviation is due to different
capacitor discharges. To invalidate this, we consider the capture from a tag equipped with two oscillators with frequencies
manually adjusted to match with each other. The patterns are
now captured across the same capacitor discharge. Fig. 9(b)
(right) reveals that even when mapped to the same capacitor
discharge, the imposter oscillator fails to match the pattern of
the authentic oscillator; which shows that the pattern is indeed
a property of the oscillator within the tag. This further suggests an opportunity, in our future work, to use a combination
of oscillator patterns within a tag as its fingerprint.

5

CONCLUSION AND FUTURE WORK

We presented HarvestPrint, a technique for fingerprinting
battery-free backscatter tags, using their inherent properties
without any hardware/software modifications to the tag. HarvestPrint leverages tag oscillator discharge-based patterns for
tag fingerprinting. We enlist some future possible directions.
Dynamics of RF environment: Detecting oscillator(s) patterns in practical deployments depend on environmental conditions, including interference, noise and fading effects. In
addition, tags connected to fast-moving objects, e.g., drones,
can lead to Doppler shifts in the received frequency, making
it challenging to retrieve reliable fingerprints. Tackling these
challenges requires efficient pattern matching and learning
algorithms with extensive training sets.
Investigating other oscillators: This work is limited to patterns observed across resistance programmable oscillators,
e.g., LTC6906 and LTC6907. We hypothesise that other commercial low-power oscillators exhibit similar behavior due to
their hardware imperfections; this needs to be investigated.
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